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Increase of 66,25 % ransomware attacks claims between January and February 2023

Key figures and news

successful ransomware attacks claims in February 2023266

General overview of ransomware attacks
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LockBit 3.0 Blackbasta BlackCat Royal Medusa Play AvosLocker BianLian Mallox BlackByte

Top 10 most active ransomware operators in the last three months

December

January

FebruaryIngenico
Claim of a new attack against Ingenico
by Snatch. This attack would really only
be a reuse of data stolen in 2019 during
a previous attack.

Vmware campaign
Around February 3, 2023, thousands of
servers running older versions of
VMware's ESXi hypervisor were
attacked in a ransomware campaign.

This data is the result of an internal methodology used by Intrinsec's CTI team, which consists of identifying public claims of attacks directly on the websites of ransomware operators.*

*
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Cartography of claimed ransomware attacks

Most targeted countries by ransomware attacks in February 2023

Targeting
In February, the most targeted
sectors were:
• Manufacturing
• Construction
• Retail

Countries most targeted in Europe 
in February 2023
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Attackers using ransomware attacks are most often motivated by profit. The victim is designated as a result of the discovery of a 
security breach in its perimeter and not by prior targeting. 
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Initial access/database sales witnessed online
Every day, dozens of accesses and databases are sold on forums and malicious marketplaces. Obtaining them could lead
to attackers gaining initial footholds and compromising more entities.337

Focus on access and database sales
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Most active threat actors this month
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Breach Forums
Xleet
Exploit
Damagelab (now XSS)
FreshTools
Crackia
CryptBB

Types of data sold
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