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Key figures

Focus on ransomware compromises

2

Decrease of 11.44 % ransomware 

attacks claims between March and 

April 2023
356

This data is the result of an internal methodology used by Intrinsec's CTI team, which consists of identifying public claims of attacks directly on the websites of ransomware operators.*
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Top 10 most active ransomware operators in the last three months
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Initial access/database sales witnessed online in March 2023
Every day, dozens of accesses and databases are sold on forums and malicious marketplaces. Obtaining them could lead
to attackers gaining initial footholds and compromising more entities.
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Focus on access and database sales
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Most active threat actors this month
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France
91

United States
47

Unknown
37

Belgium
6

India
6

Turkey
5

United Kingdom
5

Morocco
4

Ivory Coast
9

Brazil
4

The research methodology of the CTI team induces a bias on the indicators for France, a country for which the
indicators are more exhaustive than for other countries, due to the origin and activities of the CTI service's
clients.
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OpIsrael
Since April 7, the day before Holocaust Remembrance Day, 

and as every year since 2013, an operation launched on social 
networks around #OpIsrael incites to attack the interests of 

the Hebrew State in the cyberspace.

TitanStealer
On April 16, 2023, the Killnet group, responsible for many 

DDOS attacks targeting institutions and governments, 
announced their collaboration with the Titan Project team 

that developed the Titan Stealer malware. 

Overall trend of threats
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Cyber Threat Landscape 2022
Our 2022 Cyber Threat Overview takes a look at the threat trends observed over the past year in terms of cybercrime and state threats, with a focus on the Russian, 

Iranian, Chinese and North Korean threats. 

Download now !

https://www.intrinsec.com/cyber-threat-landscape-2022/
https://www.intrinsec.com/cyber-threat-landscape-2022/


Intrinsec – Propriété exclusive - Confidentiel

https://www.intrinsec.co
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