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Focus on ransomware compromises

Key figures

Decrease of 25.14 % of 

ransomware attacks claims 

between July and August 2023
393

This data is the result of an internal methodology used by Intrinsec's CTI team, which consists of 
identifying public claims of attacks directly on the websites of ransomware operators.*
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Focus on access and databases sales

Initial access/database sales witnessed online in August 2023
Every day, dozens of accesses and databases are sold on forums and malicious marketplaces. Obtaining them could lead

to attackers gaining initial footholds and compromising more entities.
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Global threat trends for August 2023

Cyber Threat Landscape 2022
Our 2022 Cyber Threat Overview takes a look at the threat trends observed over the past year in terms of cybercrime and state threats, with a focus on the Russian, 

Iranian, Chinese and North Korean threats. 

SmokeLoader 
First advertised on undeground forums like Prologic, 
Grabberz and DamageLab (now XSS) in 2011, Smokeloader is 
a malware that serves as a loader for other malicious 
softwares such as Ursnif, Danabot, Djvu ransomware, 
Rhadamanthys, Fabookie, Redline, Amadey, Aurora, Vidar, 
Laplas, XMrig, Dcrat, PrivateLoader and the Eternity toolkit. 

APT15 
APT15 is a sophisticated Chinese-linked intrusion set known to
target public and private organisations all over the world,
including in France. The present analysis focuses on two
malwares, Ketrican and Graphican, used in recent APT15’s
campaigns and the associated command and control
infrastructure.

GootLoader
GootLoader is the evolution of GootKit, a banking trojan

that was first reported in 2014. This version had the ability

to perform web injections in banking pages. By doing so,

the malware could intercept the requests from the user to

the bank and steal their content or modify it. The malware

is now more commonly known as “GootLoader”, since the

functionalities related to banking had disappeared and only

the loading ones remained.

Recent Russian Cyber Threat Landscape
It is always interesting to dwell on what has been happening in a major
cyber power’ ecosystem to better grasp the overarching evolution of cyber
threats. Specifically, aims of this analysis is to delve into the Russian cyber
threat ecosystem in order to pinpoint some macro tendencies of Russia’s
cyber malicious activities over the past three months.

107 (-13.71 %)

Vulnerabilities processed in our 

Information Reports (VMware, Cisco, 

Fortinet, Apple, Microsoft, etc). 
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